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The headlines last August sounded chillingly familiar, an arctic blast of
Cold War anxiety: “Russia Invades Georgia.” But while its politics seemed like déja
vu, the conflict offered an extensive look at an emerging—and unsettling—form of
combatin an increasingly online and interconnected world: information warfare.
Georgia’s cyber infrastructure was under attack even before Russian tanks
began rolling in. For several days, extensive denial-of-service (DoS) attacks ren-
dered government Websites uscless. Some observers downplayed the signifi-
cance of the online attacks, ascribing them to “hacktivists"—savvy amateurs
bent on inserting themselves into the fight. Russian officials have denied
direct participation in the DoS attacks against Georgia, and no one is cer-
tain exactly where they originated or who was responsible.
Stll, the U.S. government and its defense agencies are taking informa-
tion warfare seriously. Several cyber warfare programs have been estab-
lished, including the Air Force’s Cyber Command unit. In January 2008,

] hysteria. Cybersecurity
experts offer two
words of advice:

In BE PREPARED.

John Soat investigates

whether information

warfare is a serious
threat or over-hyped
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President George W. Bush approved a new interagency cybersecurity effort to be run by
the Department of Homeland Security, and a Silicon Valley-based entrepreneur was tapped to head it.
How seriously should information security professionals take the threat of information warfare? More

seriously than they do now, according to many cybersecurity experts.

When, Notlf

In their efforts to address the forest of security prob-
lems, information security professionals may be
ignoring a few significant trees. In the (ISC)2 2008
Global Information Security Workforce Study,
almost half (48 percent) of (ISC)2 members say they
are mildly or not at all concerned about the secu-
rity threat posed by terrorists,and 38 percent say the
same thing about organized crime.

“It really is a matter of semantics,” says Andre
DiMino, co-founder and director of the Shad-
owserver Foundation, a self-funded, non-profit
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organization composed of security professionals
who track and report on the progress of malware,
botnet activity and electronic fraud. DiMino points
outthatoneof themostimportantelements of infor-
mation warfareis the botnet. Botnets are worldwide
networks of compromised computers; those com-
puters currently number in the millions—and that
figureis growing (see “Battling Botnets,” InfoSecurity
Professional, Autumn 2008). “The use of a computer
in a targeted attack—that’s my definition of cyber
warfare,” says DiMino.

Your organization may have already been the



victim of information
warfare, or at least an intended vic-
tim. Phishing attacks are often used to obtain funds for terror-
ist organizations, according to watchdog groups. At the same
time, certain nation states are interested in obtaining the intel-
lectual property of companies to exploit the technical advances
and competitive advantages represented by patented processes
and copyrighted algorithms. Internet addresses in China, for
example, have been linked to network intrusions in the U.S.,
including a well-publicized break-in last year into non-mili-
tary networks at the Pentagon.

So, while most companies aren’t likely to suffer coordi-
nated, intense electronic bombardment, information security

professionals can expect to
see a steady increase in the
number and sophistication of
those attacks with which they’re
alreadyfamiliar: worms; Trojans;
spam; phishing; network intru-
sions; and data theft.

Growin

Capabilities

Ultimately, when it comes to security
concerns, the “who” is less important
than the “how.”

“The information security professional

can’t be concerned with who it is that’s

attacking his or her network,” says security

consultant Winn Schwartau. “It’s all about the

capabilities, and capabilities keep going up.”

With the publication of Information Warfare:

Cyberterrorism: Protecting Your Personal Security in

the Electronic Age, heliterally wrote the book oninfo

warfare. According to Schwartau, it can be divided

into threeareas:

» Class 1: Personal Information Warfare, where the

individual is the target. “We didn’t call it identity theft
backin the day,” Schwartau says.

> Class 2: Corporate Information Warfare, or “the

rough equivalent of what we used to call industrial espio-

nage,” he says.

» Class 3: Government Information Warfare. The Russia-
Georgia conflict is an example of this. Another example is a
similar situation that developed in Estonia last year, where that
former Soviet satellite’s cyber infrastructure was compromised
by DoSattacks over several days after Estonian officials removed
a Russian war memeorial from the center of the capitol.

Businesses must be aware of all three areas of potential
attack. “The information security professional has to under-
stand the complete environment,” Schwartau says. That’s
because, for example, Class 1 information warfare—identity
theft—"may be coming from a Class 2 or Class 3 source,” he
says, making it more dangerous. Guarding against sophisti-
cated phishing or malware attacks places greater emphasis on
Web controls and PC security.

Class 2 information warfare involves “patents, copyrights,
business deals—that is, the real value of companies,” Schwar-
tau says. It can be perpetrated by outsiders through network
intrusions, but also by insiders. That’s why it’s important for
information security professionals to work closely with their
human resource departments to screen applicants for critical
IT positions, including H- 1B workers.

Schwartau says it has become increasingly im portant that all
areas of security—HR, cyber security and physical security—
are integrated as closely as possible. An example is a disgruntled
ex-employee, “the insider thatbecomes an outsider,”as he puts
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it. To address that scenario, "part of the HE process should
beirrecoverable revocation of all assets,” Schowartau savs—
incuding, perhaps espedally, electr onic assets,

Inthe 11.5., Class 3 info warfare will increasingly invalve
Private companies because they own and operate most of the
criticalinfrastruchuireused by government sndmilitaryopera-
tions, such asthetelecomnetwork or the electric grid. Experts
are divided on just howe vulnerable that infrastrudhure is, and
how aggressively it’s being probed. There is stll speculation
that the 2002 power outage on the East Coast resulted from
probing of the SCADA systemns. While that speciation flirts
withhysteria, the lesson is: Be prepared. "If you have a critical

systern on the Internet, dhances areit’s going to be knocked,”
says Shadowserver’s Diling,

An important element to consider is the glabal supply
chain, Andrew Colarik, an information sequrity consultant
and cybersecurity expert, says information security profes-
sionals must factor the possibility of regional information
warfare conflicts, like those in Estonia and Georgia,into their
business continuity plans, That means having alternatives
ready,in terms of logistics and resources, if Internet access to
supply chain partnersis interrupted.

0. Sarni Savdjari, president of the seqirity consulting and
researdh firm Cwber Defense Agency and a former oyber-
security expert with the Wational Security Agency, savs most
organizations aren't taking the cyber warfare threat seriously
enough, and one area he points tois outsourdng, Becanse
software coding and maintenan ce is often sent to other coun-
tries,information security professionals have to be aware of
the possibility of “contaminationin our corporateinfrastruc
ture,” or applications that “come back with Trojan horses and
back doorsthat canbe explaoitedlater on,' he says.

It's asensitive isqie polit cally, but a rids that shouldn't be
ignored. "In a glabal envir onment, thevte goingto have to put
software quality assur ance controls in place™to deal with that
risk, Saydjari says.

Cyber Consequences
Cyhberse curity experts say Dod attacks—or the threat of
thern—are used to try to bladim all organizations. Thev're
also used by ariminal arganizations to demonstrate prow-
gss, Shad owserver's DiMinorecommends analyzing network
infrastrudurefor theloadbalandng ndredundan ornesded
towithstand a aistained DaS attads, “We see manysites that
don't have that design builtin,"he saps,

On a professional level, those involved in information
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“|s [infowarfare] goingto get
nastier? Yes, it's going to get nastier.”

Winn Schwartay, security consultant and author

security, particularly those who waor k at criti cal infrastruchure
organizations,need “more trainingin the aspe ¢ of howto deal
with acrisis,” savs John Bumgarner, CTO andreseardh director
for seqaritytechnologyfor the U5, Cyber Consequences Unit,
anon-profitresearch organization funded by the Departmment
of Homeland Security and other government agendes, This
unit adwises “the highestlevels of government” on cyberseqn-
Tityissues, Bumgarner says,

Information security professionals "usually respond to
gvents thath ave already ocourred, he says. The Georgian and
Estonian inddents demonstr ate that seanrity professionals
right benefitfrom trainingin howto respond while an attack
is taking place, "Alot of agendes do not
tran thatway, do not train for ageresdve
Tesponse, BUMZarner saps,

Various types of infowarfareresources
are available. The BEstonian Ministry of
Defencerecently posted a docimenttitled
“Cyber Security Strategy” onits Website
imod.gov.ee) that calls for, among other
things, “the development and imnplermen-
taion of internation al cyber seanrity policies.”

The U5 Cyber Consequences Unit offers a cyberse curity
dhecist intended to provide "a comprehensive survey of the
steps that corporations and other organizations should take
to reduce their vulnerability ta cyber attades.” The cheddlist
comitains 478 questions groupedinto six categories har dware,
software,networks, automati on, hurnans and sappliers. Itis “a
baseline where wethink organizations should be)' Bumgarner
says, Heurges information security profession als to exarnine
the checklist and offer their input. "It's not something aeated
in avacuum,” he says, "We wel comne any cormnmments onit”

Schwrartau savs information security profession als must
comvince Upper managermnent that the threat of mformation
warfareisreal. That's because itsnotjust the sequrity person’s
problemn. “Too often the info sec guys get laden with things
theyshouldn't,"he says, For instance, are the costs invalvedin
implementing better power badmp systerns waorth more than
apotential dataloss? "That's a business dedsion, not ate dini-
cal dedsion, Sdvweart @1 saps,

Cnthe other hand, thethreat of information warfare in di-
cates how critical cyberseqarity issues are in the Internet age.
“There should be an info secsignoff on any major corporate
dedsion,’ says Schwartan,

Finally, the mostimportant lesson of the Georgian attades
mmaylie inhowthey compare to the Estondan attacks: Whilethe
Estonian attades were simplistic and scattershot the Georgian
attacks were targeted, The level of sophisticaion “jumped
from ground zerotothrees” savs Bumgarner, "Aninformation
security profesdonal should worry about this”

Schwartauismoreblunt. "lsit goingto getnaster ¥ he asks
“Tes,it's going to getnastier.” (5CF

Joh# Soat s a fredance Busines and fechrology journalist
Eased i Cleveland Ohio, USA
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